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Gap & Readiness Assessments

We can perform
an array of
readiness and
gap assessments
to evaluate

and build
administrative,
technical, and
physical controls
that will develop
and enhance your
organization’s
overall security
program.

|dentifying risks and vulnerabilities in your organization’s environment
is crucial to preventing breaches — and to staying compliant with
industry and government standards.

Let Avalon help you prepare for required certifications and audits

by defining the scope, developing project plans, identifying
necessary controls and processes, and performing a readiness
assessment to recognize effective policies and controls, as well as
gaps. This will allow your organization to see its baseline compliance
within a given framework and associated recommendations to protect
against cyberattacks.

Find a Baseline

Through our security advisory services, we can perform an array of
readiness and gap assessments to evaluate and build administrative,
technical, and physical controls that will develop and enhance your
organization’s overall security program.

These assessments can be performed against a range of frameworks,
including but not limited to:

e National Institute of Standards and Technology (NIST)

0 SP800-53
0 SP800-171
0 CSF2.0

* NYS SHIELD Act

e DFARS/CMMC

e HIPAA Security Rule

e CIS Controls

e NYDFS Cybersecurity Regulation (23 NYCRR Part 500)

* SOC 2 readiness
Avalon can help perform a gap or readiness assessment of your
enviroment by:

* Providing project management support via cadence calls,
automated request lists and project tracking to enable reportable
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metrics and progress reporting through the completion of the
project

e Performing a baseline assessment to determine where your
cybersecurity posture currently stands

. : -
ey Developing policies and procedures
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How Incident Response Tabletop Exercises
Prepare Your Organization For Cyber Threats

Recommending remediation activities ranked by risk and priority
to help mature your posture

e Delivering a detailed framework with required controls, results,
recommendations, and remediation tracker template
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e Creating a comprehensive findings report and executive

summary to ensure results are presented appropriately for IT,
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experience and unwavering support throughout the engagement.

QUESTIONS?

@ To learn more about Avalon's gap and
@AVA LO N readiness assessments, contact:
Rebecca Rudell, Marketing Manager

rebecca.rudell@teamavalon.com
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