
Policy & Documentation Development 

The establishment of clear, documented policies are essential to any 
business and make up the basis for their IT/IS security programs, 
and help them meet laws, regulations, and standards. Avalon’s 
cybersecurity experts can help create or mature the policies, 
procedures, and audit evidence needed to confirm your organization’s 
controls are designed appropriately. 

From the Ground Up 
Through our security advisory services, our team can create or update 
policy documentation to cover industry best practices surrounding 
administrative, technical, and physical controls. Doing this establishes 
a reference to ensure your security program is constructed on a strong 
foundation. Our policy suites cover all common IT and security related 
topics and can be mapped to many common security frameworks, 
such as NIST, NYDFS, CIS Controls, and more. Avalon can also assist in 
the creation of documentation and processes in support of established 
procedures or audit evidence requirements. 

Policies we can assist you with include:

•	 Acceptable use

•	 Access control

•	 Asset inventory & data classification

•	 Personnel security

•	 Change & configuration management

•	 Patch management

•	 Remote work

•	 Ethics & code of conduct

•	 Passwords

•	 Security & risk assessments

•	 Mobile device & media protection

•	 Physical & environmental protections

•	 Vendor management
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•	 Incident response & breach notification

•	 Contingency planning

•	 System & network security

•	 Artificial intelligence (AI) acceptable use

•	 Wireless security

Policies will include a purpose, scope, policy statements, exception 
requirements, and enforcement detail, as well as an area to document 
review and approvals. 

Avalon: Your Battle-Tested, Full Service MSSP
Arm your organization in the fight against cyberattacks by partnering 
with the cybersecurity experts at Avalon. Our expertise in digital 
forensics and incident response (DFIR) stems from years of experience 
performing some of the most complex cyber investigations across  
the globe. 

Through our proactive and reactive cyber services, we help businesses 
identify and manage cyber risk and assist them in prioritizing their 
response to prevent cyber incidents from occurring. Whether we’re 
conducting a vulnerability assessment, providing security advisory 
services, or initiating incident response, we provide a five-star 
experience and unwavering support throughout the engagement. 
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QUESTIONS?
To learn more about Avalon’s policy and 
documentation development, contact:

Rebecca Rudell, Marketing Manager 
rebecca.rudell@teamavalon.com 
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