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Introduction

A private university in the Northeast had a new chief information
security officer (CISO) join their staff. He recognized that the university
needed to test its response capabilities related to cybersecurity
incident response and crisis management. The university was seeking
an independent partner that could 1) help facilitate the exercise and
provide meaningful scenarios to best test the effectiveness of their
procedures and plans, 2) analyze the university’s ability to coordinate,
collaborate, and respond to a significant incident that resulted in a
physical or cyber threat, and 3) train their people.

The Challenge

The client wanted to train fifty members of their faculty and staff to

be better prepared for possible incidents or emergencies and, at the
same time, meet the obligations of incident testing required by their
cyber insurance carrier. Avalon had to create exercises that tested both
local and global incidents and engaged their team to ensure effective
knowledgeable, participation, so they could understand the current strengths and
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* Requiring university stakeholders to make strategic decisions
related to the confidentiality, integrity, and availability of their
systems and data, as well as the health and safety of their
students, faculty, and staff.

e |dentifying, through lessons learned, their strengths and problem
areas, as well as the resolution of those problems, so their team
could be better prepared to respond to legitimate future events
through a more mature program.

e \Validating the accuracy of recovery procedures and roles, and any
areas where the response plans need to be revised.

* Raising awareness of the security and privacy impacts associated
with a significant incident or emergency.

The Results

The tabletop exercises showed both strengths and weaknesses

of current plans and exposed areas of possible improvement in
processes. This will allow the university to address flaws and update
procedures accordingly, ensuring the university will improve its ability
to handle an incident more effectively in the future. In addition, the
university will be able to demonstrate to leadership, auditors, insurers,
and authorities what plans and policies are in place and practiced to
help prevent incidents, breaches, and crises.

The exercise was an excellent opportunity for participants to
discuss roles, responsibilities, coordination, and decision-making
based on plan content. As a result of the exercise, participants left
with a heightened awareness of roles, responsibilities, and plan
documentation.

To learn more or to schedule a tabletop exercise, contact the experts
at Avalon today.
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